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JAVEE {Edi ]

TR FRABBERGREEENGOEF > RIGRIKRIP TR - B AEM -
public static boolean isIpAllow(HttpServletRequest httpServletRequest) {
String userIP = httpServletRequest.getRemote Addr()://f 15-1& A & IP
String allowedIP = Property.getString("all.ip.allow.reg").// B 4§ #.3F 9 &
/TR B RLAGR A 4% 3 AU 89 1p
Pattern p = Pattern.compile(allowedIP):
Matcher m = p.matcher(userIP):
/ip ARtk & By 1F
return m.matches( ):

}
= Interface ServletRequest

http://docs.oracle.com/javaee/6/ap1/javax/servlet/ServletRequest.html
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o H/EHIMI
— FJFHJava Servlet Filter

filter>
{filter—name>auth<{/filter—name> <{filter—

class>filter. AuthFilter{/filter—class>
{/filter> <{filter—mapping>
{filter—name>auth<{/filter—name> <url-

p‘attern>/*</url—pattern> + . ﬁﬁﬁgﬁﬁﬂy%ﬁ%fﬁ ﬁ?%*%

{ffilter—mapping>

web. xml

filter>
— ASP. NET URL #%##
o ibiiietinn web. config

{system. web>

{authorization>

A StFradninf 47
e 0, HAhEHETEEAT

{/system. web> HR

{deny users="%"/>

{/configuration>
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Lublic class AccCtrlFilter implements Filter {

FilterChain chain) throws IOException, ServletException {
HttpServletRequest req = (HttpServletRequest) request;
HttpServletResponse res = (HttpServletResponse) response;
HttpSession session = req.getSession();
req.setCharacterEncoding("UTF-8");
res.setCharacterEncoding("UTF-8");

String user_id = (String) session.getAttribute("id");

Map priv = (Map) session.getAttribute("priv");

if (user_id == null || priv == null) {
res.sendRedirect(req.getContextPath()+"/Login.jsp");
return;

}

String uri = req.getRequestURI();

if (priv.containsKey(uri)) {

chain.doFilter(request, response);

}else{
res.sendRedirect(req.getContextPath()+"/Error.jsp");
return;

}

}

public void doFilter(ServletRequest request, ServletResponse response,

AR AERR R # 5
RS E T
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* Password Hashing (Secure Salted)
- JIEE (Salted):
© WIKEE
mEAEME— HALEsalt (EX: Java UUID)
2. # salt ¥ password M5V E, EEHTFH
3. fHHIFEEEEVE, HIWSHA-512, %15 & 4T Hash
4. 4y Blfs#fFESalt LA K Hashid 5

o B

[ E A2 qpa; z/ ghtybn
'Tii"

€¥mwmd gpa;z/ghtybn [ ] [::i>

[S—
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« HEHERS
1. HUilisalt DA Hash&fifR
2. #salt FHHF 8 N Ppassword HEAT BLAT YRR 7 A R 5 b
bilHash $)1E
3. LEHIAIRKIHash#d R AL 5 BLHL ) 2 Hash#h SR AH

NS SALT
r ‘\" ““"hpa z/ghtybn _ O&

?
qpa;z/ ghtybn -[SHA—Slz] —
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—.NET App Start/IdentityConfig. cs

manager.Passwor dValidator

RequiredLength = 12,

RequireNonLetterOrDigit 3 =
RequireDigilt ' 3 gﬁ( = i
RequilreLowercase ] > /J\ b::f, j‘L
RequirelUppercase - j( /';—j rj;:u:

=

—fEHIERE RS E S E
rEZE/P12, 2085 —@KRE, —f/N S, —FENF
;mﬁ%.ﬂ%ﬂ%ﬂ%ﬂmm@wMﬂWkah%

RIERR12 B e il 1E2

U 20 (7=. * [0- 9])

P e £ E (AT

(?=' * [3-2]) _ 0 e . nr .
e e (7= * @#S%A&*O\-_=+[\\G I; 12" /<>

(7=.* [A-Z])
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— 5y B e | JE By 3 B B A AR S BN B B BE 5 E B
o :iiH]
—4= H #1& 43 7 A 281 (& 22 15 (Completely Automated Public
Turing test to tell Computers and Humans Apart, CAPTCHA)
15 1 B 5
o Hig ik
— I N B A

oS RS, REUETRETA
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—d % B 1 reCAPTCHA widget

<html=
<head>
<title>reCAPTCHA demo: Explicit render after an onload callback</title>
<script type="text/javascript”>
var onloadCallback = function() {
grecaptcha.render('html_element’, {
‘sitekey’ : 'your_site_key’
})i
}:
</script>
</head>
<body>
<form action="?" method="POST">
<div id="html_element"></div>
<br>
<input type="submit"” value="Submit">
</form>
<script src="https://www.google.com/recaptcha/api.js?onload=onloadCallback&render=explicit”
async defers>
</script>
</body>
</html>

43 Copyright©2019 tSCxﬂiﬁ'ﬁ

All Rights Reserved, Reproduction is Strictly Prohibited



e By IR {F

Bninie SR E FER4/4)
o {FHIFEIE(H . =)
— 22 G B SR A 2 B Y o MERRAR, 95k O S A R RL
PERFRL
o :iiFH
—&siE e AR URLES,, X2 Z(E4

— i I S NS AR A R % URLIE ,mé, RV ] {1 F L R B DO RE B
1]

o ik ik
—BESEE R R e A B UL B Email,  NF A BT N B AT S50 R

ab
I:Illl'

3

44 Copyrlght©2019 tsc:iﬁ'ﬁ

All Rights Reserved, Reproduction is Strictly Prohibited



i 5% 24 1 il R

o FHIEFYI

public class GenToken extends HttpServlet {

protected void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, ICException {

doPost (request, response):

}

protected void doPost (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOCException {

String account = request.getParameter ("account"):
String email = request.getParameter("email"):;
try {

String token = UUID.randomUUID().toString():I' ' EﬁétjﬂLﬁitcﬂ<en
Timestamp t = new Timestamp (System.currentTimeMillis()):

2 - 2 =
if( userIskExist (account, email) ){
setToken (account, email, token, t): WERMR S A 7E, HI g
// HE R BEanil FRFEEE AL B N 4 P
PrintWriter out = response.getWriter(): Eiﬁ%xﬁﬁniiﬂﬁnmrﬁTﬁégﬁﬁﬁ
i ) ~ . . ) [ . e
out.println("<a hrer='CheckIoken?token=" + ﬁﬁ’fﬁ JFE
token + "'>reset link</a>"):
_ ! 3

} catch (Exception e) {
e.printStackTrace():
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Cannot open database "aspnet- "
Login failed for user 'IIS APPPOOL\DefaultAppPool'.

20170528092711" requested by the login. The login failed.

: TR B

SREFMEN: S/stem Data B
Login failed for user IS APPPOOL\DefaultAppPool

I

8092711 requ e login. The login fafed.

17 260 public ActionResult Index(),
{

17 28
17 29: return View(custoners);
}

17 30:

A

eBER:

[SqlException (0xB131904): Cannot open
Login failed for user 'IIS APPPOOL\Def
Systen.Data. ProviderBase.DbConnection
Systen.Data. ProviderBase.DbConnectionPor
Systen.Data.ProviderBase.DbConnectionFacto
System.Data.ProviderBase.DbConnectionInterna
Systen.Data. Sq1Client.SqlConnection. TryOpenInn:

711" requested by the login. The login failed

"t, UInt32 waitForfultipleObjectsTimeout, Boolean
ect, TaskCompletionSource'1 retry, DbConnectionOpti
fingConnection, TaskCompletionSource’1 retry, DbConnect
fnection outerConnection, DbConnectionFactory connectior
ftry) +211

Systen.Data.Sq1Client.SqlConnect ion. TryOpen(TaskC 1 retry) +393
SARE s el Open() +122
ten.Data. Entity. ption. InternalDd " L.Dispatch(TTarget targst, Action'2 operation, TInterceptionContes
tem.Data. Entity i ionDispatcher .Open(DbConnect: i P text intercepti
Systen.Data. Entity. Sl D)sp]ay[]assl <Execute>b_0() +16
Entity.SqlSer

-Execute(Func'1 operation) +229
Systmnm Entity. Core Ent 14yClient. Ent tyConnaction. Open) +328

& 404 - Page Not Found x +
3 C O O A%z | wwwmiaoligovtw/error/404.php
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nmap ——script ssl-cert, ssl—enum—ciphers —p 9E uh&47hk

IC:\Users\wisely>nmap --script ssl-cert,ssl-enum-ciphers -p 443 m_m

Starting Nmap 7.50 ( https://nmap.org ) at 2017-06-14 16:41 ¥ x¥_ 70.CRE?!
Nmap scan report for
Host is up (0.032s |

PORT STATE SERVICE
M443/tcp open https

ssl-cert: Subject: commonName=www .gov.tw/organizat ionName=\xEB8\xA 1 \xB8C\A
Subject Alternative Name; -
Issuer: organizationName ountryName=TW

Public Key type: rsa

Public Key bits: 2048

Signature Algorithm: sha256WithRSAEncryption

Not valid before: 2016-12-28705:52:16

Not valid after: 2019-12-28T705:52:16

MDS: 9ef4 9519 f3b2 b742 1360 3117 4a68 8c08

SHA 1: 4cB4 cd73 7276 f7ce 599¢c 5f2c fa30 a56d 65aa S03f

Aom-c iphers:
TLSvl 0:
ciphers:

TLS_ECDHE_RSA_WITH_AES_2756_CBC_SHA (secpZS56rl) - A
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256rl1) - A
| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
Compressors:
cipher preference: server
TLSv1.1:
| ciphers:
| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl) - A
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256rl) - A
| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
| ComMpPressors:
| NULL
| cipher preference: server
| east strength: A
56
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<Connector

protocol="org.apache.coyote.httpl1.Httpl1NioProtocol"
port="443" maxThreads="200*

scheme="https" secure="true" SSLEnabled="true"

s 7 i 438 7 22
ss|Protocol="TLSv1.2" sslEnabledProtocols="TLSv1.1,TLSv1.2" T € T i €

clientAuth="false*
GpherSZ“TL S ECDHE RSA WITH AES 256 CBC SHA,

TLS ECDHE RSA WITH AES 128 CBC SHA.,
TLS RSA WITH AES 256 CBC_SHA,
3 TLS RSA WITH AES_ 128 CBC_SHA”/>

ey Py 30 Sty L
& 7€ {8 B
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